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Section A  

  Answer the following (Attempt any three) (30) 

1. Explain Attack Vectors, Threats, Risks, and Vulnerabilities in cyber security. How are 

they related to each other? 

 

2. What is an Advanced Persistent Threat (APT)? Explain the stages of the Cyber Kill 

Chain with suitable examples 

 

3. Describe major Cyber Security Frameworks. Explain the importance of any one 

framework in securing information systems. 

 

4. Explain the working of Firewalls and Packet Filters. How do they help in network 

security? 

 

5. Discuss different types of Cyber Crimes and explain the impact of cyber crime on 

individuals and organizations. 

 

 

Section B 

  Answer the following (Attempt any four) (20) 

1. Explain Windows Firewall and Linux Firewall with their key features.  

2. Describe common attacks on wireless networks such as WPA cracking, evil twin 

attack, and deauthentication attack. 

 

3. What are web vulnerabilities? Explain scanning tools used for identifying web 

vulnerabilities and HTTP utilities 

 

4. Explain application inspection tools used in cyber security testing.  

5. Describe password cracking and brute-force tools. Explain their working and risks.  

6. Write a short note on Internet crimes and the IT Act.  

   

Section C 

 Part – A (Multiple Choice Questions) (10) 

1 Which of the following is an example of an attack vector? 

A malware B Firewall 

C open port D Encryptions 
 

 

2 APT attacks are usually: 

A Short term B Random 

C Accidental D Long-term and targeted 
 

 



3 Which firewall works by inspecting packets? 

A Proxy firewall B Packet Filtering Firewall 

C Application Firewall D Stateful Firewall 
 

 

4 Which tool is commonly used for web vulnerability scanning? 

A Nmap B Wireshark 

C Burp Suite D Metasploit 
 

 

5 Which wireless attack forces users to disconnect from a network? 

A Evil Twin B Deauthentication 

C Packet Sniffing D Spoofing 
 

 

6 Which tool is used for brute-force password attacks? 

A John the Ripper B Nessus 

C Snort D Tcpdump 
 

 

7 Which type of web attack targets databases? 

A . XSS B CSRF 

C SQL injection  D  Phishing  
 

 

8 Cyber-crimes are primarily committed using: 

A Hardware  B software 

C Printer   D Internet  
 

 

9 Which Indian law deals with cyber-crime? 

A IPC B  IT Act 2000 

C RTI Act D Copyright Act 
 

 

10 Intellectual Property Rights in cyberspace mainly protect: 

A Hardware  B Networks  

C Software and digital content D Bandwidth 
 

 

   

 Part – B (Do as Directed) (10) 

   

1 Define attack vector.  

2 What is vulnerability?  

3 Expand APT.  

4 Name any one cyber security framework.  

5 What is packet filtering?  

6 Define brute-force attack.  

7 Name one web attack.  

8 What is cyber-crime?  

9 Expand IT Act.  

10 What is Intellectual Property?  

 

***** 


